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ñ500.04a Chief Information Security Officer. Each 
Covered Entity shall designate a qualified
individual responsible for overseeing and 
implementing the Covered Entityôs cybersecurity 
program and enforcing its cybersecurity policy 
(for purposes of this Part, ñChief Information 
Security Officerò or ñCISOò). The CISO may be 
employed by the Covered Entity, one of its 
Affiliates or a Third-Party Service Provider. ñ
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What We’ll Cover

ÅWhat is a CISO?

ÅWhy a Virtual CISO?

ÅBenefits of a Virtual CISO

ÅPitfalls of a Virtual CISO

ÅSteps for establishing a Virtual CISO
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What is a CISO?

ñA chief information security officer, or CISO, 
is the individual responsible for the leadership 
of the cybersecurity program. As a strategic 
security advisor, a CISO is charged with the 
design and implementation of policies and 
controls to create, maintain, and improve a 
cybersecurity program tailored to fit the 
bankôs business needs.ò
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6 Pillars of Knowledge and Expertise
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What Does a CISO Do?

ÅRisk Assessments

ÅPolicies

ÅKey Risk Metrics

ÅBoard Reporting

ÅIncident Response

ÅOversee Audit, Pen Tests, Vulnerability Management

ÅRemediation & Oversight of Risk & Audit

ÅGuidance on Mitigating Controls

ÅVendor Risk Management
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Virtual CISO (vCISO)

ñA Virtual CISO is using a third party to fill 
the role and responsibilities of the CISO.ò
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Why are FIs using Virtual CISOs? 

ÅFinding the right person can be difficult
ÅCybersecurity Shortage

Å6 Pillars

ÅSpecific banking skillset makes it even harder

ÅCost: CISM Average Salary: $128,000 + 35% = $172,000

ÅTurnover

ÅWork load for the position doesnôt require FTE (depending on 
size and structure)
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Who Should Consider vCISO Services?

ÅNeed for independent oversight of ISP (IT Manager = 
ISO)

ÅRecent or upcoming vacancy of your CISO position

ÅCurrent CISO doesnôt have the 
Ådesire, 

Åtime, or 

Åexpertise
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Is Co-Sourcing an Option?

ÅNew CISO

ÅBoard or Management seeking cybersecurity 
advisor

ÅOutside expertise to fill gaps in your information 
security program
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Case Study #1

Å$1.2 Billion Bank, 19 locations, 325 FTEs

ÅDoubled in size over the past 4 years through an acquisition 
and organic growth

ÅBut the Board and Executive Team were frustrated that the ISP 
couldnôt keep up
ÅNew Products and Services were implemented haphazardly

ÅInconsistent Reporting

ÅNo formal risk management processes

ÅCOO & IT Manager = ISO
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Case Study #1 (cont.)

ÅObjectives:
ÅFramework for repeatable ISP processes

ÅKey Risk Metrics Reporting

ÅWanted the option to hire FTE CISO if it made sense

| www.bedelsecurity.com | 812-552-2259 | support@bedelsecurity.com



Case Study #1 (cont.)

ÅContracted with vCISO firm
ÅFixed Fee Retainer

ÅOnsite 4x / year

ÅAppointed CRO as oversight for independence

ÅMonthly IT meetings

ÅBi-weekly meetings with CRO & IT Manager

ÅUpfront Gap Analysis with a 12 month project plan

ÅMonthly key cyber risk monthly reporting structure
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Case Study #1 (cont.)

ÅReviewed and revised key pain point components
ÅProject approval process

ÅRisk Assessment & Risk Acceptance

ÅNew Vendor Processes

ÅGovernance structure

ÅISP Calendar
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Benefits of a Virtual CISO

ÅIndependence

ÅOutside perspective from other financial institutions

ÅExperience & Expertise in cyber talent pool shortage

ÅCost Benefits

ÅResiliency ï(if you have team approach and done properly, not as 
susceptible to turnover)

ÅBuilt-out framework; up to speed quickly

ÅVarying perspectives and skillsets (if you have team approach and done 
properly)

ÅFocused Approach
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vCISO Pitfalls?

ÅCommunication breakdown

ÅInternal supporting efforts are lacking

ÅManagement and board not involved

ÅBlurred reporting lines

ÅNot properly identifying key functions and filling each 
role

ÅVERY SIMILAR to that of a conventional In-
House CISO
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Steps to Success for a vCISO

ÅUnderstand the structure of your ISP

ÅIdentify what you need

ÅSearch and selection

ÅFirst 90 days
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What does your ISP look like?

IT

Monitoring

CISO
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What does your ISP look like?

IT
Monitoring

ISO
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One person 
wearing all the 
hats



What does your ISP look like?

IT
Monitoring
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The Technical 
ISO



What does your ISP look like?

IT

Monitoring

(C)ISO
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IT Monitoring



What does your ISP look like?

IT

Monitoring

CISO
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Virtual CISO



Do you understand the IS universe?

ÅWhat are the various tasks and activities that 
make up your Information Security Program?

ÅWho is currently responsible for each item?

ÅWhat is the frequency and due date?
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Identify needs

ÅAssess your talent strengths and weaknesses
ÅConsider FTEs and contractors

ÅWhat are your long term goals?

ÅWhat level of service do you need to achieve that?

ÅWill that evolve over time? 
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Search and Selection

ÅExpertise and experience of the provider
ÅGeneral IT MSPs

ÅMSSPs

ÅAudit Firms

ÅCompliance Firms

ÅDo they have banking experience?

ÅContract length

ÅRetainer or hourly agreement?

ÅGeography ïis it important?
ÅIs the vendor equipped and/or experienced at remote services?

ÅCultural fit
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Search and Selection

ÅVendor Due Diligence
ÅReferences

ÅSOC2 (from their vendors)

ÅInsurance

ÅFinancials

ÅContract Language

ÅNDA/Confidentiality

ÅReasonable controls in place to protect information

ÅNotification requirements in the event of a breach

ÅBackground checks on employees
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The First 90 Days

ÅRealize that Information Security doesnôt happen overnight!

ÅOnboarding, introductions, onsite visit

ÅClearly delineate responsibilities

ÅEstablish a single reporting ñownerò for the position

ÅWork with your vCISO to create a prioritized plan for what gets 
accomplished in the first year

| www.bedelsecurity.com | 812-552-2259 | support@bedelsecurity.com



Case Study #2

Å$400 Million Bank, 4 locations, 47 FTEs

ÅOutsourced IT

ÅCOO = ISO

ÅMultiple MRAs 

ÅVirtual ISO Option recommended by IT Auditor
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Case Study #2 (cont.)

ÅObjectives
ÅGet MRAs lifted

ÅEstablish repeatable ISP

ÅCAT Baseline in 2 years
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Case Study #2 (cont.)

ÅContracted with vCISO firm
ÅFixed Fee Retainer

ÅOnsite 2-4x / year

ÅReports to COO

ÅBi-monthly IT meetings

ÅBi-weekly meetings with COO

ÅMRA Project Plan

ÅCAT Assessment with project plan

ÅISP Calendar
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Conclusion

ÅA Virtual CISO can be a great option

ÅBut itôs not for everyone

ÅUnderstand your structure and goals

ÅDo the benefits align with your strategy?

ÅTake the time to understand the service provider

ÅDevote time and focus to the onboarding process
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Links and Contact Info

Links:

NYCRR Gap Analysis

https://www.bedelsecurity.com/nycrr-500

ISP Tasklist

https://www.bedelsecurity.com/isp-tasklist

Contact info:

Chris Bedel, CISM

Bedel Security

chris@bedelsecurity.com

www.bedelsecurity.com
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