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N500. 04a Chief I nfor mat
Covered Entity shall designate a qualified

iIndividual responsible for overseeing and

| mpl ementi ng the Covere
program and enforcing Its cybersecurity policy
(for purposes of this P
Security Officero or nC
employed by the Covered Entity, one of Iits

Affiliatesora Third-Par t vy Ser vi ce
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Name

Cybersecurity Program

Description

(a) Cybersecurity Program. Each Covered Entity
shall maintain a cybersecurity program designed to
protect the confidentiality, integrity and availability of
the Covered Entity’s Information Systems.

Controls In Place

Name:
Period: 2018
Date:

Action Plan

9/1117 Transitional 500.02

Cybersecurity Program

(b) The cybersecurity program shall be based on the
Covered Entity’'s Risk Assessment and designed to
perform the following core cybersecurity functions:

9117 Transitional 500.02

Cybersecurity Program

{T)1dentity and assess internal and extemal
cybersecurity risks that may threaten the
security or integrity of Nonpublic Information
stored on the Covered Entity’s Information
Systems;

9/1117 Transitional 500.02

Cybersecurity Program

() u vE THTasSuuciure anua uie
implementation of policies and procedures to
protect the Covered Entity’s Information
Systems, and the Nonpublic Information
stored on those Information Systems, from
unauthorized access, use or other malicious
acts;

91117 Transitional 500.02

Cybersecurity Program

(3) detect Cybersecurity Events;

9/1117 Transitional 500.02

Cybersecurity Program

(4) respond to identified or detected
Cybersecurity Events to mitigate any negative
effects;

9117 Transitional 500.02

Cybersecurity Program

(5) recover from Cybersecurity Events and
restore normal operations and services; and

9/1117 Transitional 500.02

Cybersecurity Program

(6) fulfill applicable regulatory reporting

91117 Transitional 500.02

Cybersecurity Program

obligations.
(FRaY wvgmﬂmymm\s; oT
this Part by adopting the relevant and applicable
provisions of a cybersecurity program maintained by
an Affiliate, provided that such provisions satisfy the
requirements of this Part, as applicable to the
Covered Entity.

10

9/1117 Transitional 500.02

Cybersecurity Program

(d) All documentation and information relevant to
the Covered Entity's cybersecurity program shall be
made available to the superintendent upon request.

Cybersecurity Policy. Each Covered Entity shall
implement and maintain a written policy or policies,




What We’ll Cover

AWhat is a CISO?

AWhy a Virtual CISO?

ABenefits of a Virtual CISO

APitfalls of a Virtual CISO

ASteps for establishing a Virtual CISO
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NA chief 1T nformati on s«
IS the Individual responsible for the leadership

of the cybersecurity program. As a strategic
security advisor, a CISO Is charged with the
design and implementation of policies and
controls to create, maintain, and improve a
cybersecurity program tailored to fit the
bankos business needs. ¢
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Compliance

Strong familiarity with
bank IT regulatory
requirements; experience
in working with IT auditors
and examining agencies

Cyber Threats
and Security

Understanding of threat
actors, motives, techniques,
and compensating controls
to combat such attacks

Business and
Banking Experience

Takes a business-enablement
approach to security; has
direct banking experience

to appreciate unique
challenges of the industry

6 Pillars of Knowledge and Expertise

Information
Systems

Knowledge of and experience
with networking, servers,
applications, and other
bank-specific systems

People Skills

Is approachable; can
explain complex concepts
in plain English; excellent
verbal and written
communication skills

Risk

Can identify and prioritize
threats and vulnerabilities
based on likelihood and
impact of a given event;

can create action plan to
implement mitigating controls
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What Does a CISO Do?

ARisk Assessments

APolicies

AKey Risk Metrics

ABoard Reporting

Alncident Response

AOversee Audit, Pen Tests, Vulnerability Management
ARemediation & Oversight of Risk & Audit

AGuidance on Mitigating Controls

AVendor Risk Management

@ BEDEL security | www.bedelsecurity.com | 812-552-2259 | support@bedelsecurity.com



Virtual CISO (vCISO)

n A r
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Why are Fls using Virtual CISOs?

AFinding the right person can be difficult

ACybersecurity Shortage
A6 Pillars
A Specific banking skillset makes it even harder

ACost: CISM Average Salary: $128,000 + 35% = $172,000
ATurnover

AWor k |l oad for the position does
size and structure)
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Who Should Consider vCISO Services?

ANeed for independent oversight of ISP (IT Manager =
1SO)

ARecent or upcoming vacancy of your CISO position

ACurrent CI SO doesn6d6t have t|
Adesire,
Atime, or
Aexpertise
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Is Co-Sourcing an Option?

ANew CISO

ABoard or Management seeking cybersecurity
advisor

AOutside expertise to fill gaps in your information
security program
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Case Study #1

A$1.2 Billion Bank, 19 locations, 325 FTEs

ADoubled in size over the past 4 years through an acquisition
and organic growth

ABut the Board and Executive Team were frustrated that the ISP

coul dnot keep up
ANew Products and Services were implemented haphazardly

AlInconsistent Reporting
ANo formal risk management processes
ACOO & IT Manager = ISO
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Case Study #1 (cont.)

AObijectives:
AFramework for repeatable ISP processes
AKey Risk Metrics Reporting
AWanted the option to hire FTE CISO if it made sense
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Case Study #1 (cont.)

AContracted with vCISO firm
AFixed Fee Retainer
AOnsite 4x / year
AAppointed CRO as oversight for independence
AMonthly IT meetings
ABi-weekly meetings with CRO & IT Manager

AUpfront Gap Analysis with a 12 month project plan
AMonthly key cyber risk monthly reporting structure
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Case Study #1 (cont.)

AReviewed and revised key pain point components
AProject approval process
ARisk Assessment & Risk Acceptance
ANew Vendor Processes
AGovernance structure
AISP Calendar
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Benefits of a Virtual CISO

Alndependence

AOutside perspective from other financial institutions
AExperience & Expertise in cyber talent pool shortage
A Cost Benefits

AResiliency i (if you have team approach and done properly, not as
susceptible to turnover)

ABuilt-out framework; up to speed quickly

AVarying perspectives and skillsets (if you have team approach and done
properly)
AFocused Approach
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vCISO Pitfalls?

ACommunication breakdown

Alnternal supporting efforts are lacking
AManagement and board not involved
ABlurred reporting lines

ANot properly identifying key functions and filling each
role

AVERY SIMILAR to that of a conventional In-
House CISO
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Steps to Success for a vCISO

AUnderstand the structure of your ISP
Aldentify what you need

ASearch and selection

AFirst 90 days
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What does your ISP look like?
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What does your ISP look like?

One person
wearing all the
hats
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What does your ISP look like?

The Technical
1ISO
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What does your ISP look like?

IT Monitoring
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What does your ISP look like?

Virtual CISO
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Do you understand the IS universe?

AWhat are the various tasks and activities that
make up your Information Security Program?

AWho is currently responsible for each item?
AWhat is the frequency and due date?
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ISP Task List
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Task List Task Name Assigned To Frequency Last Completed Tags
Information Security Program - Scheduled  [Acceptable Use Policy Policy
Information Security Program - Scheduled  [Annual User Sign-off of Acceptable Use Policy Policy
Information Security Program - Scheduled  [Annual User Sign-off of Information Security Program Policy
Monthly Meeting Standing Agenda Audit & Exam Exceptions Tracking Review Management
Monthly Meeting Standing Agenda BCP Real Scenario Documentation BCP
Information Security Program - Scheduled  [BCP Training & Table Top Testing BCP
Information Security Program - Scheduled  [Business Continuity Plan Update and Approval Policy
Information Security Program - Scheduled  |Change Management Review Audit
Information Security Program - Scheduled [Cloud Access Review Audit
Information Security Program - Scheduled [Core DR Testing - SemiAnnual BCP
Information Security Program - Scheduled |Core User Review - Semi Annual Audit
Information Security Program - Scheduled  [Correspondent Accounts User Review Audit
Information Security Program - Scheduled  [Critical Server DR Testing - Annual BCP
Information Security Program - Scheduled |Cyber Insurance Review Audit
Information Security Program - Scheduled  [Cybersecurity Assessment Report to Board Board Rpts.
Information Security Program - Scheduled  |[Cybersecurity Assessment Tool Risk Assessment
Information Security Program - Scheduled [Cybersecurity Awareness Training to Board Board Rpts.
Information Security Program - Scheduled  [Domain User Reviews Audit
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|dentify needs

AAssess your talent strengths and weaknesses
AConsider FTEs and contractors

AWhat are your long term goals?
AWhat level of service do you need to achieve that?
AWill that evolve over time?
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Search and Selection

AExpertise and experience of the provider
A General IT MSPs
A MSSPs
A Audit Firms
A Compliance Firms
A Do they have banking experience?

AContract length
ARetainer or hourly agreement?

AGeography i is it important?
A s the vendor equipped and/or experienced at remote services?

A Cultural fit
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Search and Selection

AVendor Due Diligence

AReferences

ASOC2 (from their vendors)

Alnsurance

AFinancials

AContract Language
ANDA/Confidentiality
AReasonable controls in place to protect information
A Notification requirements in the event of a breach
ABackground checks on employees
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The First 90 Days

ARealize that I nformation Security do:
AOnboarding, introductions, onsite visit

AClearly delineate responsibilities

AEst ablish a single reporting fdowner 0

AWork with your vCISO to create a prioritized plan for what gets
accomplished in the first year
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Case Study #2

A$400 Million Bank, 4 locations, 47 FTEs
AOutsourced IT

ACOO =1SO

AMultiple MRAs

AVirtual ISO Option recommended by IT Auditor
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Case Study #2 (cont.)

AODbijectives
AGet MRA:s lifted
AEstablish repeatable ISP
ACAT Baseline in 2 years
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Case Study #2 (cont.)

AContracted with vCISO firm

AFixed Fee Retainer

AOnsite 2-4x / year

AReports to COO

ABi-monthly IT meetings
ABi-weekly meetings with COO

AMRA Project Plan
ACAT Assessment with project plan
AISP Calendar
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Conclusion

AA Virtual CISO can be a great option

ABut itodés not for everyone
AUnderstand your structure and goals

A Do the benefits align with your strategy?

ATake the time to understand the service provider
ADevote time and focus to the onboarding process
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Links and Contact Info

Links:
NYCRR Gap Analysis
https://www.bedelsecurity.com/nycrr-500 Contact info:

Chris Bedel, CISM
ISP Tasklist Bedel Security
https://www.bedelsecurity.com/isp-tasklist chris@bedelsecurity.com

www.bedelsecurity.com
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